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The At-Large Advisory Committee would like to submit a set of proposals and recommendations for the ongoing process of revision of the Registrar Accreditation Agreement, as well for what regards policies, procedures and operational activities that pertain to it, and to domain name registration contracts and procedures in general. These proposals descend from the set of questions that ICANN's CEO posted to the public on March 21, 2007, and from the subsequent discussions in the ICANN community.

A. Principles

In response to the CEO's request, we would like to propose the following definition of the scope and purpose of the RAA: “To define and regulate the gTLD domain registration market, providing a framework that ensures free and fair market competition among registrars, while establishing the requirements necessary to foster the stability of the Domain Name System and protect its users.”

We think that ICANN, for its special role as de-facto regulator of the DNS, has an unescapable responsibility to ensure the good functioning of this market, including a proper balance between the strive for innovative and diverse commercial practices, the stability of the service, and the protection of the final users.

We also note that while market competition brings a number of advantages, for example in terms of pricing dynamics, it can also cause negative consequences, for example by excessively pushing the level and quality of service towards the bottom due to cost-cutting practices, or by encouraging aggressive marketing and customer relationship practices that tend to confuse customers or to stifle their ability to make a free and informed choice. For this reason, we encourage ICANN to experiment possible alternate registration models; for example, especially for small-scale TLDs, the registry and the registrar functions could be performed by a single operator, non-profit and operating for the public good, as used in several ccTLDs.

B. Issues

1. Information given to registrants

PROBLEM:

Registrants do not always know what they are entitled to do with their domain names. In case problems arise with their registrar, they do not always know that they have the right to transfer the names to another registrar, or how to do that in practice. Also, often they do not know about the existence of a redemption grace period, or about other policies that affect them. In some cases, even the real name and identity of the registrar they are using is unclear from the registrar's website.

PROPOSED ACTIONS:

1.1 Add a clause in the RAA so to require registrars to show a standardized description of registrant rights, to be provided by ICANN in different languages, as an appendix to the contract at the time of registration, and also to make it available in the registrant's private domain management interface whenever available. Such obligation should also be passed onto resellers in case they have a specific reselling agreement with the registrar.

1.2 Add a clause in the RAA so to require registrars to clearly state the name under which they are accredited by ICANN and the number of their accreditation contract, at the time of registration and on the invoices / receipts related to the registration.

2. Roles and responsibilities of the registrant's contacts

PROBLEMS:

Registrants are not always aware of the meaning and use of the various sets of information that are asked to them at the moment of registration. While they often rely on third parties (resellers, web hosters / developers, service providers...) to manage the registration of their domains, in lack of adequate education they are unable to protect themselves from misbehaviour by these third parties, or simply by mistakes and failures in the process. Even when doing the registration in first person, they may put the stability of their domain at risk by misunderstanding the role of the different contacts and providing inappropriate information. This is exacerbated by the lack of clarity and uniformity across registrars and TLDs about the actual meaning of the “registrant”, “administrative contact”, “technical contact” and “billing contact”.

PROPOSED ACTIONS:

2.1. Develop a clear and uniform document describing the roles, requirements and use of the different contacts, that could be used as a reference document by registrants and by third parties registering domain names on their behalf, also in case of controversies between them.

2.2. Ensure that adequate information to this regard is provided in the informational texts discussed in section 1.

3. Transfer procedures and fees

PROBLEMS:

The Registerfly situation exposed a case in which registrants would have liked to transfer their domain names away, an action that would have saved them from deletion or failure, but could not do so because they could not get the necessary authorizations from the losing registrar, who had no interest in letting its customers go, and anyway was in a situation of operational failure. 

Generally speaking, registrars have an interest in making transfers away from them as hard as possible, and thus many of them adopt a variety of means to this effect, including requiring burdersome non-automated or paper-based procedures, imposing artificially high “transfer fees”, or simply not responding to transfer requests and refusing to release transfer authorization codes. This, in the end, thwarts competition and lowers the average service level on the market, by “capturing” registrants to a registrar that could be providing a poor service, but that could still be their best choice if considering artificially high barriers for the switch. We note that this situation in similar markets (e.g. mobile phone numbering) has been solved by regulators by centrally imposing fair fees and procedures for the change of service operator.

PROPOSED ACTIONS:

3.1. While the obligations of registrars for what regards transfers are implicit in their obligations to abide by ICANN consensus policies, we think that, given the extreme importance of this policy, it would be useful to add a clear reminder in the RAA, under the form of a clause saying something like “The registrar recognizes the right of the registrants to transfer their domain names to other registrars, according to the policies established by ICANN, and commits to make the process of transfering domain names as simple and quick as possible, and not to unreasonably stifle this opportunity in any way.”

3.2. We ask ICANN staff to prepare a summary of the current practices, fees and burdens imposed on registrants by a significant sample of registrars (the ALAC is ready to ask for an Issues Report if necessary).

3.3. We ask that the Transfer Policy is rediscussed by the GNSO so to include stringent requirements to prevent registrars from stopping the transfer of domain names away from them. In particular, silence or lack of responsiveness by the losing registrar should be interpreted as consent to the transfer; while the losing registrar, upon receipt of a transfer request from the registry, should keep the right to explicitly object before a certain deadline, in case of operational failure or disappearance by the losing registrar it should be possible for registrants to initiate and complete the transfer. Also, it should be possible for the procedure to be fully performed by the registrant through the services of the gaining registrar and/or the registry, without the need for action by the losing one: for example, registrants should have a way for obtaining authorization codes (“AuthInfo”) that does not rely on the losing registrar. We note that, in the Registerfly case, these provisions would have spared its customers the temporary or permanent loss of their domain names, by allowing them to transfer promptly their domain names even in front of the crisis of their present registrar.

3.4. We ask that the Transfer Policy is rediscussed by the GNSO so to forbid losing registrars to ask for any kind of extra fee or paperwork to let registrants transfer their domain names. The entire process can be streamlined so to be automated; in that way, its operational cost could be so low to be covered by the registration fee, and there would be no cost reason to justify specific extra fees.

3.5. We ask that ICANN provides official translations of the transfer forms and rules in a reasonable number of major languages; the registrant should be able to perform the entire procedure in his/her native language, if it is one of the supported ones.

4. Compliance assessments for registrars

PROBLEMS:

The Registerfly case demonstrated the lack of effective means for ICANN to get early notice of a registrar whose service is deteriorating to the point of being unusable and damaging to its customers, and, eventually going bankrupt. ICANN, even when being made aware of the problems, lacked effective means for intervention, and a reasonable scale of sanctions.

PROPOSED ACTIONS:

4.1. ICANN should conduct regular assessments of the compliance of each registrar, either directly or through third parties, using a standardized checklist that verifies the compulsory behaviours (e.g. compliance with applicable ICANN policies), the average levels of service (e.g. technical performance, average rate and speed of response to customer enquiries...), and a set of performance indicators that could warn about possible problems (e.g. noticeable changes over time in the average new registration and transfer-away rates). Compliance should be verified at least once a year – this would also help to address cases of significant changes in the staff or ownership of the registrar.

4.2. ICANN should establish an online complaint form about registrar behaviour; while it should be clearly indicated that individual problems might not be dealt with, consumers could still receive pointers to useful information in various languages, and to appropriate consumer protection agencies and organizations. At the same time, this mechanism would allow ICANN to extract aggregated information and become quickly aware of unusual complaint rates about specific registrars, raising an early warning in case of massive problems such as those that happened with RegisterFly.

4.3. ICANN should add to the RAA provisions for a graduated scale of sanctions, starting with warnings, and then moving to monetary punishment. Deaccreditation, while still possible, should be only the last step, though it could be applied directly in case of sudden total failures such as Registerfly's.

4.4. Using automated electronic means (e.g. scripted search engines), ICANN should try to identify and combat abuses of the “ICANN accredited” logo by unaccredited parties.

5. Rating of registrars

PROBLEMS:

There is no easy way for customers to get indication of the reliability of the various registrars, not any specific verification mark, code of conduct or other means to ensure that appropriate business practices are being embraced by a specific registrar.

PROPOSED ACTIONS:

5.1. ICANN should encourage registrars to form or appoint a separate entity, targeted with the task of conducting compliance assessments similar to those delineated in 4.1. (actually, if the entity chosen was sufficiently independent from the registrars, it could do the assessments both for the purpose of ICANN's compliance verification activity, and for the purpose of releasing ratings; or ICANN could assume this role directly, as more convenient). The assessments should be conducted at least once a year, and should result in a graded rating that should be published on ICANN's website and on a specific page aimed at final consumers, and disseminated over the Internet through outreach and information campaigns. Also, registrars obtaining A-grade evaluation should be allowed to display a specific mark on their website.

5.2. Registrars obtaining a very low grade (e.g. D or below) should be immediately subject by specific verifications by ICANN, and, if appropriate, to sanctions according to the compliance provisions of the RAA. They could, however, get the opportunity of receiving a second assessment in a short timeframe, after fixing any issues, so to recover from the bad rating as soon as possible.

6. Reseller liability

PROBLEMS:

A significant quantity of domain name registrations are made through online domain registration services that are not accredited by ICANN, but rely on an ICANN-accredited registrar to perform the actual registration (“resellers”). Some resellers have a specific contract with the registrar(s) they use; some others don't. While it is clear that resellers that do not have contractual agreements with registrars are not accountable, even indirectly, to ICANN, those that do can be indirectly affected by the RAA.

PROPOSED ACTIONS:

6.1. ICANN should encourage as many resellers as possible to have contracts with their registrars or with ICANN. While there are several ways through which this could be done, the following proposals lay out one of these. (As an alternate possibility, obligations could be pushed onto resellers by registrars whenever they have a contract with them. The possibility of a voluntary “reseller code of conduct” seems rather too weak to ensure adequate protection, also considering the difficulty in developing such a code on a global scale.)

6.2. ICANN should have a program to accredit resellers, by having them sign a simple agreement, for a nominal or no fee, that says “I am a reseller and will abide by applicable ICANN policies”.

6.3. Registrars should be required to require (or at least encourage) ICANN accreditation from those resellers that have a contract with them.

6.4. Resellers would be bound by their accreditation terms to provide to registrants the same information that registrars are required to provide, and a minimal set of services, such as procedures to keep Whois information updated, and the instructions and interface to transfer away their domain names (either directly or by directing the customers to the registrar's services). Also, resellers should be required to publish not just their name and “accreditation number”, but also the name and “accreditation number” of the registrar they are using for the registration.

6.5. Resellers could be subject to a compliance and rating program similar to that for registrars (though the checklist might need to change to adapt to the different situation), even if they might be required an additional fee to cover the costs of the verification, thus making the program optional. ICANN-accredited resellers that undergo the compliance and rating program would be authorized to display an ICANN-accredited logo (its use would be subject to similar checks as for registrars).

7. Failure of a registrar

PROBLEMS:

The operational failure or the bankrupt of a registrar can stop the correct functioning of the domain registrations of its customers, up to the point of making the domain names unaccessible or even of letting them expire without the customer being able to do anything. Also, the loss of information that failures might cause could make it impossible to determine who is the registrant of a domain.

PROPOSED ACTIONS:

7.1. ICANN should require all registrars to escrow the information about the registrant, contacts, and name servers for each domain name registered through them. The escrow should happen on a regular basis, at least once a day, and should be made through the use of a specialized company, either provided by ICANN or chosen by the registrar. The escrow, as an integral part of the registration service, should not require consent by the registrant, nor the registrant should be allowed to opt out of it, and its cost should be borne by the registrar as part of the normal cost of the registration. The escrowed information should not be accessible to anyone but the registrar and ICANN, and should be kept by adequately safe and secure means, complying with the data protection and privacy legislation which applies to the registrar.

7.2. ICANN should use the results from the compliance and rating assessments, as well as any other available information, to monitor which registrars appear subject to possible failure in the near future, and be prepared in advance for the case.

7.3. The RAA should include clauses that allow ICANN, when a certain level of sanctions is reached due to the registrar's inability to perform, to have access to the information, for example for the purpose of contacting the registrants to take care of their situation. When the sanction of deaccreditation is applied, ICANN should have the right to use that information to immediately transfer the domain names to a registrar of its choice, if deemed necessary to preserve their stability and functionality, while subsequently giving adequate time to the registrants to pick a registrar of their choice and effect a final transfer towards it. The costs of this operation should not be recovered from registrants, but rather from the failing registrar or from the general ICANN fees.

8. Failure of a registry

PROBLEMS:

The failure of a registry can bring the same problems as the failure of a registrar, about the functioning of a domain name and the preservation of the information about registrations. In addition, there is no immediate other party to whom the registrations can be migrated. 

PROPOSED ACTIONS:

8.1. ICANN should require registries to escrow the information they have (depending on the registry model, thick or thin) in an escrow program with the same characteristics as the registrars' one.

8.2. ICANN should regularly watch the financial and operational health of all registries, so to monitor which registries might be subject to failure in the near future, and be prepared for the case. To do so, regular reports from registries, if not a proper compliance verification program, should be required.

8.3. Registry agreements should include clauses that allow ICANN to access the escrowed information in case it is deemed necessary, for example to inform customers about a situation of failure. In case of the registry's sustained inability to perform its role, ICANN should contact the registry constituency and look for any existing registry or registry service provider who might be willing to run the TLD, at least on a temporary, “no data change” basis.

9. Proxy registrations

PROBLEMS:

Proxy registration services can make it impossible to detect the actual registrant of a domain name; thus, if recovering such information from escrowed data after a failure, the information might be insufficient to restore the situation, and registrants might lose their domain names.

PROPOSED ACTIONS:

9.1. Proxy registrations are a wrong reply to the widespread demand for privacy by domain name registrants. While they represent an additional source of revenues for registrars and third parties, they do not provide any true degree of privacy, and they end up impeding both protecting registrants, and pursuing them when they use the domain name for illegal activities. We thus recommend that ICANN rather revises its Whois policy so that registrants have the option of providing their information to the registrar (and thus, to ICANN and to the escrow program) without having to disclose it to the general public or to other unauthorized parties. At the same time, we note that it is impossible to prevent someone from doing something on behalf of someone else, so attempts to outlaw proxy registrations would be futile; in any case, the entity listed in the registrant field accepts all the responsibilities described in the registration agreement.

9.2. Meanwhile, ICANN should contact the leading suppliers of proxy registration services and encourage them to voluntarily adhere to an escrow program for the true identities of their registrants. Such participation could be described in a “code of conduct for proxy registration services” which could be developed by ICANN and by the members of that community, and could lead to the display of a specific mark of trust.

