A Perspective on Verisign’s Patent Application on Domain Name Transfers published by
the United States Patents and Trademarks Office (USPTO) and its Impact on An Open
and Free Internet

Threats to an Open and Free Internet

As the battle rages over threats to the Internet architecture, a recent publication over the Patent
Application for Domain Name Transfers' by Verisign is disturbing for those who advocate an
open and free Internet. The Application is based on an immediate and direct threat towards an
open and free Internet. Just in case people are tempted to think that this was a prank given that
they filed it on the 1 April 2011, searches at the United States Patents and Trademark Office
(USPTO) reveals that this is a legitimate application?.

Patenting the Internet
It was not all that long ago that the Director General of the World Intellectual Property Gurry had
during a Forum suggested that the Internet would have been better off it was patented®.

Possible Grounds for Objection
There are three possible grounds for objections to be raised in this Patent Application:-
1. Existence of prior Art;
2. Non-functionality of the Invention;
3. Antithesis to the Affirmation of Commitment between the United States Department of
Commerce and the Internet Corporation for Assigned Names and Numbers.

There are also the antitrust and competition issues that unfold were the Patent to be granted to
Verisign. At this juncture, it is important to raise that the United States Department of Commerce
(USDoC) oversees hoth the United States Patents and Trademarks Organization (USPTO) and
the Internet Corporation for Assigned Names and Numbers (ICANN). As such, the Affirmation of
Commitments (AoC)* between the USDoC and ICANN is critical in this regard.

See excerpt from the AoC below:
“2. The Internet is a transformative technology that will continue to empower people around the globe,

spur innovation, facilitate trade and commerce, and enable the free and unfettered flow of information.

One of the elements of the Internet's success is a highly decentralized network that enables and
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See: http://portal.uspto.gov/external/portal/!ut/p/c5/04 SB8K8xLLMIOMSSzPy8xBz9CP0O0s3hff1INDcINLYwN3SzcD
AO08PwyD YF8zINcYKB-JW97AiCLdBgROh4Nci992vPIGEHKDHMDRQN PIz83VT9SP8ocpylGZvgROanpicmV-
gW50REGmMQEZgY6KigBnIW_S/dI3/d3/L0lISkina21DU1ERIS9JRGpBQU15QU JFUKNKRXFnLzRGR2dzbzBWdnphQOUIB
OWS9JQSEhLzdfTUS1MTc10TMwRzIGMDBJSDFSTINNNjMwMjYvOnU4T001Mzk2MDAyOC9zYS5nZXRCaWI!/

? See: http://boingboing.net/2011/10/08/wipo-boss-the-web-would-have-been-better-if-it-was-patented-and-its-
users-had-to-pay-license-fees.html
* http://www.icann.org/en/about/agreements/aoc/affirmation-of-commitments-30sep09-en.htm
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encourages decision-making at a local level. Notwithstanding this decentralization, global technical
coordination of the Internet's underlying infrastructure - the DNS - is required to ensure interoperability.
3. This document affirms key commitments by DOC and ICANN, including commitments to: (a) ensure
that decisions made related to the global technical coordination of the DNS are made in the public interest
and are accountable and transparent; (b) preserve the security, stability and resiliency of the DNS; (c)
promote competition, consumer trust, and consumer choice in the DNS marketplace; and (d) facilitate
international participation in DNS technical coordination.

4. DOC affirms its commitment to a multi-stakeholder, private sector led, bottom-up policy development
model for DNS technical coordination that acts for the benefit of global Internet users. A private
coordinating process, the outcomes of which reflect the public interest, is best able to flexibly meet the
changing needs of the Internet and of Internet users. ICANN and DOC recognize that there is a group of
participants that engage in ICANN's processes to a greater extent than Internet users generally. To
ensure that its decisions are in the public interest, and not just the interests of a particular set of
stakeholders, ICANN commits to perform and publish analyses of the positive and negative effects of its
decisions on the public, including any financial impact on the public, and the positive or negative impact (if

any) on the systemic security, stability and resiliency of the DNS.”

It is clear that the Internet being a highly decentralized network, global technical coordination of
the DNS to ensure interoperability and to ensure that decisions made in this regard are made in
the public interest should be accountable and transparent and are to preserve the security,
stability and resiliency of the DNS and promote competition, consumer trust, and consumer
choice in the DNS marketplace aside from facilitating international participation in DNS
Technical coordination.

ICANN should initiate an Expedited Study and Analysis

It would follow that we can examine Verisign’s Patent Application in light of the AoC. It follows
that ICANN should commit to perform and publish analysis of both the positive and negative
effects of Verisign’s Patent Application on Domain Name Transfers.

An Antithesis to Competition and Consumer Trust

There have been preliminary analysis and views rendered that give credence to the need for an
expedited analysis and report on the matter given the fact that Verisign’s Patent Application was
published on October 4, 2012. There are some who feel that were Verisign to be granted the
Patent, that Verisign would have the monopoly on signing the Digital Certificates®. This would
indicate that this would be the antithesis of the principles of competition, consumer trust and
consumer choice that are espoused within the AoC.

® Chris Welsh in his Blog RedNectar, see: http://rednectar.net/2012/10/09/a-patent-on-dnssec-domains-is-this-
the-end-of-the-free-internet/
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Prior Art

This Patent Application also appears to be an assault on the Internet Draft on Changing DNS
Operators under DNSSEC in the first version was published on March 7, 2011°. By extension,
this could be viewed as an assault on the IETF’s mechanisms if not solely on the Internet Draft
in question. In fairness to Verisign, they had disclosed the Internet Draft to the USPTO during
their Application under the Non Patent Literature Documents. The Patent Application was filed
with the USPTO on April 1, 2011. There is prior art as shown by the existence of the Internet
Draft and subsequent amendments with the latest revision being March 11, 2012.

Another example of prior art is joint initiative’ by Packet Clearing House (PCH) and ICANN had
released in terms of how to and fro the PCH Signer Platform in 2011%. The approach that they
were taking was one where “share secure signing platform with knowledge transfer that
leverages existing operational expertise with ICANN and PCH and where best practice
implementation is held to the highest standards where there is no cost and no restrictions: free —
as- in —beer and free — as — in — speech.”

Non-Functionality of the Patent Application

Critics of the Patent Application have pointed to the non-functionality of the Application. A
comparative analysis'® of the existing Internet Draft and Verisign’s Patent Application by
Alexander Gurvitz points to non-functionality aspects of the invention, see excerpt below:

“The problem with Verisign "invention" is that after we change the NS records (step S1060) and some
resolver have an old RRSIG in its cache and the DNSKEY is already expired from the cache, what will
happen is that the recursive resolver will query the new authoritative servers for the DNSKEY records and
will get the new DNSKEY RRset without the old ZSK (that is the invention). What we end up with is an
RRSIG signed with the old DNSKEY, and the new DNSKEY RRset (which have no old DNSKEY - that is
the invention). Recursive resolver will not be able to validate the RSSIG, and DNSSEC validation will fail.
The domain will not validate and therefore it will not be accessible. The same story repeats itself for a
case where only the DNS hosting provider is switched (and not the registrar) - paragraphs
[0070]...[0075], adding another mistake at [0075] c. - Verisigh suggests to change the nameservers and
then immediately "Remove losing hosting provider DS record”. But what if some recursive resolvers have
RRSIG and DNSKEY in its cache, while the DS record is already expired ? - The resolver will receive the
new DS only and the domain will fail to validate again.”

Upon further discussion with Gurvitz, he suggests that whilst there are issues with the current
Application, that there is the possibility that in some cases that these issues would not show up.
In fairness to Verisign, their alleged invention could work.

However the deeper issue is not the efficiency of the invention but the impact on governance
systems of an open and free Internet.

® http://tools.ietf.org/html/draft-koch-dnsop-dnssec-operator-change-00

7 http://www.egov.gov.sg/media-room/speeches/2011/making-the-internet-more-secure

8 Shared ccTLD DNSSEC Signing Platform, Bill Woodcock and Rick Lamb in a Presentation in San Francisco, March
2011.
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The Danger of Patenting

The danger of patenting any aspect of the Internet architecture and in this instance Domain
Name Transfers is that it opens a precedent for patenting the Internet and would be an
immediate threat to an open and free Internet which is necessary to enable innovation and
access.

What are the implications on the patenting the Internet Draft? It is unclear whether precedent
has been set in days past on whether individuals and/or companies have taken to filing patent
claims at the USPTO on aspects of the Internet Architecture after it is published as an Internet
Draft through the IETF. Whilst it is possible that Verisign does not intend to enforce the Patent if
by some probability they were to be awarded the Patent but applied for it so that they would not
be subjected to lawsuits for domain name transfers, it sends mixed messages to the global
community. The issue is about how open and free should the Internet be?

It would be incumbent on ICANN to conduct a study to look into the advantages and
disadvantages and the impact on the DNSSEC given the preliminary issues that have already
been raised.

Global End Users Must Have Their Say

The USPTO should not grant Verisign this Patent because there is already an Internet Draft that
exists in this regard™’. End Users can have their say through the US Patent and Trademark
Office (USPTO) along with the Stack Exchange and Google have designed a mechanism to
enable objectors to send their views and comments™?.

" http://tools.ietf.org/html/draft-koch-dnsop-dnssec-operator-change-04
12 http://www.businessinsider.com/google-crowdsourcing-2012-9
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